Firewall Introduction
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Keep in mind the remote and local settings you select in interface setup as they will apply to the firewall setup menu. 
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Note 1:  0 is the wild card, so 0.0.0.0 and a mask of 00000000 means everyone. 

Note 2:  The firewall rules need to go from the most specific to the most general. 

Example one:

An office wants to keep everyone out and allow their employees to surf the web, send email, etc. Basically allow people anything they want. This office is the Karlnet office 198.17.74.0 
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You will see a setting on the right with "all ports" Select this and hit the button at the bottom called 'Port Options'. You'll want to Permit Local to Remote Servers (everybody can go out) and deny Remote to Local Servers (nobody can come in) 
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You can also select different ports coming in and out to make this rule more specific. It is always a good thing to have this rule last to catch anybody you may have over looked. And to start with this rule to test the connection i.e. make sure the customer is actually plugged into the local interface and not the remote. Add other rules above this one, one at a time. This also helps in trouble shooting since you will know which rule doesn't do what the customer wants. 

Example two. 

Karlnet has an employee that works outside of the office. His IP address is 197.34.5.50. He is allowed in the network to ftp to server 198.17.74.5 , but he can't do anything else. You would add a rule above the other one because this is more specific. Hit Insert button and add the following 
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197.34.5.50 
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TCP/IP (like before) Put port 80 for Web Server over into the right screen using the arrow and when you highlight this and Hit Port Options you'll need to permit remote to local and local to remote. For All other ports you can deny them, unless you want your local people to reach him for whatever reason. 


Listed below is the most common configuration for the Karlnet Firewall:


Local
Local Mask
Remote
Remote Mask
Local to Remote
Remote to Local

TCP http
120.10.2.0
255.255.255.0
0.0.0.0
00000000
Permit
deny

TCP ftp
120.10.2.0
255.255.255.0
0.0.0.0
00000000
Permit
deny

TCP smtp
120.10.2.0
255.255.255.0
0.0.0.0
00000000
Permit
deny

TCP pop3
120.10.2.0
255.255.255.0
0.0.0.0
00000000
Permit
deny

TCP dns
120.10.2.0
255.255.255.0
0.0.0.0
00000000
Permit
deny

TCP all others
0.0.0.0
00000000
0.0.0.0
00000000
deny
deny

UDP
0.0.0.0
00000000
0.0.0.0
00000000
deny
deny
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